Introduction
Phishing is a form of identity theft that occurs when a malicious Web site impersonates a legitimate one in order to acquire sensitive information such as passwords, account details, or credit card numbers. Though there are several antiphishing software and techniques for detecting potential phishing attempts in emails and detecting phishing contents on websites, phishers come up with new and hybrid techniques to circumvent the available software and techniques.
Phishing is a deception technique that utilizes a combination of social engineering and technology to gather sensitive and personal information, such as passwords and credit card details by masquerading as a trustworthy person or business in an electronic communication. Phishing makes use of spoofed emails that are made to look authentic and purported to be coming from legitimate sources like financial institutions, ecommerce sites etc., to lure users to visit fraudulent websites through links provided in the phishing email. The fraudulent websites are designed to mimic the look of a real company webpage.
The phishing attacker's trick users by employing different social engineering tactics such as threatening to suspend user accounts if they do not complete the account update process, provide other information to validate their accounts or some other reasons to get the users to visit their spoofed web pages.
Why is it important to tackle the problem of phishing? According to the AntiPhishing Working Group, there were 18,480 unique phishing attacks and 9666 unique phishing sites reported in March 2006. Phishing attacks affect millions of internet users and are a huge cost burden for businesses and victims of phishing (Phishing 2006) . Gartner research conducted in April 2004 found that information given to spoofed websites resulted in direct losses for U.S. banks and credit card issuers to the amount of $1.2 billion (Litan 2004) . Phishing has become a significant threat to users and businesses alike.
Over the past few years, much attention has been paid to the issue of security and privacy. Existing literature dealing with the problem of phishing is scarce. Fette et al proposed a new method for detecting phishing emails by incorporating features specific to phishing (Fette et al. 2006 ).
We applied different methods for detecting phishing emails using known as well as new features. We employ a few novel input features that can assist in discovering phishing attacks with very limited a-prior knowledge about the adversary or the method used to launch a phishing attack. Our approach is to classify phishing emails by incorporating key structural features in phishing emails and employing different Fig. 1 . Unique phishing site URLs rose 757 percent in one year machine learning algorithms to our dataset for the classification process. The use of machine learning from a given training set is to learn labels of instances (phishing or legitimate emails). Our paper provides insights into the effectiveness of using different machine learning algorithms for the purpose of classification of phishing emails.
Soft Computing techniques are increasingly being used to address a gamut of computational problems. Clustering is a type of unsupervised learning; unsupervised learning assumes that there is no previous knowledge about the class membership of the observations, i.e., class labels of data is unknown. The purpose of using unsupervised learning is to directly extract structure from a dataset without prior training. Although, supervised learning provides for a much better accuracy, unsupervised learning provides for a fast and reliable approach to derive knowledge from a dataset. This paper is organized as follows: In section 2 we provide an overview of features used in our experiments. In section 3 we present the data used. In section 4 we describe and present the different experiments conducted and also present the performance results of various machine learning algorithms. Finally, in section 5 we provide concluding remarks.
Features Used
There exist a number of different structural features that allow for the detection of phishing emails. In our approach, we make use of sixteen relevant features. The features used in our approach are described below.
HTML Email: HTML-formatted emails are mainly used for phishing attacks, because plaintext emails do not provide for the scale of tricks afforded with HTML-formatted emails. Hyperlinks are active and clickable only in htmlformatted emails. Thus, a HTML-formatted email is flagged and is used as a binary feature.
